Risk Evaluation Brief

MOVEit Transfer

Executive Summary

The MovelT Transfer web application, developed by Progress Software Corporation, suffered a critical
exploitation due to a SQL injection vulnerability with the rating of 9.1 on CVSS 3.0. Discovered on May
27, 2023, this zero-day vulnerability facilitated unauthorized access through the installation of
LEMURLOQT, a remote web shell. The exploitation led to widespread breaches, particularly by the ClOp
ransomware group, affecting numerous organizations and exposing sensitive data. The financial impact
of the breach is estimated at nearly 10 billion USD, with over 60 million individuals affected.

Area of Concern

MOVEit Transfer’s advertised secure and compliant file transfer service was critically compromised,
demonstrating the risks associated with SQL injection vulnerabilities in enterprise applications.

Exploitation of CVE-2023-34362, zero-day SQL injection vulnerability (rating 9.1 on CVSS 3.0)
Deployment of LEMURLOOT for persistent access

Widespread impact on organizations, particularly financial and government sectors

Failure of previous mitigations to prevent such breaches

Necessity of improved security practices and regular enforcement

OWASP rating SQL injection as a Top 10 vulnerability



Threats

Unauthorized access to internal systems, persistent presence of adversaries within compromised
networks, exfiltration and potential misuse of sensitive data, and supply chain vulnerabilities were
among the major threats posed by this breach. Attackers gained control over Microsoft Azure-hosted
environments, allowing them to manipulate user accounts and system logs. The ability to execute SQL
commands via crafted HTTP headers further extended the attack surface, making detection, and
mitigation more challenging.

e Exploitation of an SQL injection vulnerability

e Deployment of LEMURLOOT to establish persistence

e Manipulation of Microsoft Azure-hosted environments

e Use of crafted HTTP headers to execute unauthorized commands

e Infiltration of financial and government organizations’ systems
Risk

The MOVEit Transfer breach demonstrates the enduring threat posed by SQL injection vulnerabilities.
The ability of ClOp ransomware operators to infiltrate and exploit critical systems emphasizes the
necessity of robust security requirements. The breach’s scale, affecting over 1,00 organizations and tens
of millions of individuals, further underscores the need for proactive security measures in file transfer
applications and cloud environments. Without proper mitigation, similar vulnerabilities could be
exploited in the future, leading to continued financial losses and reputational damage for affected
organizations.

Recommendations

Organizations should implement reviews of their technical supply chain and critical services, with
sufficient failsafes and backups in place. Secure coding practices, including the use of prepared
statements, ensuring input validation to prevent SQL injection. Regular security audits and penetration
testing should be conducted to identify and remediate vulnerabilities before they can be exploited.
Enhanced monitoring and logging mechanisms should be put in place to detect anomalous activity in
real time, allowing for quicker incident response. Additionally, increased regulatory enforcement should
be considered to mandate strong cybersecurity practices in software development. Developing robust
incident response protocols and ensuring continuous threat intelligence sharing across industries will
also be crucial in mitigating future risks.

e Enforce secure coding practices and use prepared statements: input validation



Conduct regular security audits and penetration testing
Implement real-time monitoring and anomaly detection mechanisms
Strengthen regulatory compliance and cybersecurity enforcement

Develop incident response protocols and industry-wide intelligence sharing practices

Detailed Analysis

The MOVEit Transfer web application was critically exploited due to an SQL injection vulnerability
(CVE-2023-34362) which affected all software versions. The zero-day vulnerabilities allowed for the
installation of LEMURLOOT, a remote web shell designed to exploit MOVEit Transfer’s web application.
LEMURLOOT facilitated persistent unauthorized accessed
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